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1. CI nN — CyberArk Integration Overview

The CyberArk Privileged Access Solution integrated with Cross Identity nimbleNova to provide a centralized view
of both regular user access and privileged user access. This integration enables access requests for privileged
access, multi-level approval workflows, access reviews for privileged access, and compliance reports. It also
provides centralized management for all identities, CyberArk accounts, and groups to ensure alignment with
organizational regulatory compliance.

CyberArk Integration Framework

Cross Identity nimbleNova . -8 A
IGA Solution , CyberArk

Ll » Integration Serve:

Cross ldentity nimbleNova integrates with CyberArk using a connector (CyberArk version 14) and is working as
expected. The following use cases have been successfully tested:

e Reconciliation

e Create account

e Modify account

e Suspend account

e Restore account

e Delete account

e Add entitlement

e Remove entitlement

2. CI nN — CyberArk Integration Benefits

Cross Identity nimbleNOVA's integration with CyberArk provides organizations with a unified framework to
manage both privileged and non-privileged accounts securely. The key benefits include:

1. Centralized Visibility

e Asingle dashboard to monitor and track both privileged and standard user accesses.
e Helps administrators maintain a complete inventory of accounts and permissions.
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2. Streamlined Privileged Access Provisioning

e Privileged account provisioning can be automated based on user roles or triggered
through access requests.

e  Multi-level approval workflows ensure that access is granted only after proper
validation.

3. Effective Access Reviews

e Reviewers can evaluate privileged users’ access rights to ensure alignment with the
principle of least privilege.

e \Verification ensures that users retain access only to the safes and target applications they legitimately
require.

4. Risk Reduction and Compliance Alignment

e Eliminates redundant processes by centralizing privileged access management.
e Proactively identifies and closes security gaps to reduce exposure to insider threats and external attacks.

5. Automated Policy Enforcement

e Policies for privileged access are automatically applied, ensuring consistent security practices.
e Violations or anomalies are detected quickly, enabling corrective actions before they escalate into risks.

3. CI nN — CyberArk Integration Architecture

Cross ldentity nimble NOVA - CyberArk Integration Architecture

/- c rirk A 1 \ . aggra
/;Zross Identity nimbleNOVA —\ e i [~ om el N
1GA Solution
(3 Cross Identity )
nimbleMOVA i iy
REST API thru \ i
CI NN Users o] ——| ““‘—"/
CyberArk Accounts e,
CyberArk Groups )
l\ Cyberark Privileges 7 —_——
mssoL |
Ci nN Features b
Access Request by
Access Review ( o
Account Life Cycle B

-

\ : k Management o /. _/
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Cross Identity nimbleNova IGA Solution
Components Managed:

e Cl Users

e CyberArk Accounts

e CyberArk Groups

e CyberArk Privileges
Core Features:

e Access Request

e Access Review

e Account Lifecycle Management

This ensures that privileged accounts and entitlements in CyberArk can be managed just like any other identity
within CI nN.

4. Cl nN — CyberArk Integration Use Cases

The Cross ldentity nimbleNova and CyberArk integration enables multiple identity lifecycle and governance use
cases that strengthen security, improve compliance, and streamline operations:

1. Account Creation & Provisioning

e CyberArk accounts can be provisioned directly through Cross Identity nimbleNova using role-based
provisioning or end-user access requests.

e Ensures that privileged accounts are created with consistent policies and approval workflows.
2. Group Assignment with Approvals
e Administrators or end-users can request additional group memberships for CyberArk accounts.

e Requests are routed through multi-level approval workflows, providing strong governance over
privileged access.

3. Account Reconciliation

e Cross Identity nimbleNova can automatically collect and synchronize all CyberArk accounts into its
identity repository.

e This ensures that the CI nN platform has a complete and up-to-date view of privileged accounts.

4. Entitlement & Group Mapping Reconciliation
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e Privileged groups and account-to-group mappings from CyberArk are reconciled into Cross ldentity
nimbleNova.

e Provides administrators with clear visibility into entitlements and their associated users.
5. Access Review for Privileged Accounts
e Managers and reviewers can conduct periodic access reviews of CyberArk accounts.

e Access certifications help ensure that users have only the necessary privileges, supporting compliance
audits.

6. Access Suspension or Removal
e Privileged account access can be suspended or revoked directly through the access review process
e Prevents unauthorized continued access when roles or responsibilities change

7. Automatic Account De-provisioning

e When a user is terminated in Cross Identity nimbleNova, the associated CyberArk account is immediately
disabled or deleted.

e Eliminates orphaned privileged accounts, reducing insider threat risks.
8. Compliance Reporting

e Cross Identity nimbleNova generates detailed compliance and audit reports showing users, their
CyberArk accounts, and entitlements.

e Each campaign's history maintains detailed records of actions taken against each user.

5. Steps to Deploy Connector

1. Ensure Apache Tomcat is installed and running

2. Copy the connector .war file into the Tomcat webapps directory

3. Tomcat will automatically extract and deploy the connector

4. Verify deployment by accessing the connector endpoint in a browser:

http://<server>:8080/<connector-name>/

6. Connector Configuration Guide

6.1 Initial Configuration — CyberArk Connector Ul

The first step in setting up the CyberArk Connector involves configuring the connector using its web-based
interface.
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CyberArk

CIZ) =35

AFURL it locolvont BOGV e

Poling intervasnconch |+

Navigate to the CyberArk Connector Ul (usually hosted locally or at your deployment URL). You will be required
to fill in the following essential configuration parameters:

Configuration Parameters
1. Tenant Identifier
Description: Unique identifier for your organization's tenant
How to retrieve:
1. Login to the Cross Identity Admin Console
2. From the left sidebar, expand the Applications menu
3. Select Manage Applications
4. Click the Configured CyberArk Application

5. Copy the Tenant Identifier value displayed

2. Sub-Tenant Identifier
Description: Identifier for the specific subtenant under your main tenant
How to retrieve:
Located in the same Configured CyberArk Application section as the Tenant Identifier above

3. Application UUID
Description: Unique identifier for the identity source application
How to retrieve:

1. Inthe Configured CyberArk Application (see Tenant Identifier steps above)

2. Locate the Identity Source Identifier field
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3. Copy this value as your Application UUID
4. APl URL
Description: The endpoint URL through which the connector communicates with CI nN.
Value: Varies by tenant (provided by your administrator)

Example : https://<tenant-domain>/ Zscaler /idx2api/

5. Polling Interval (seconds)

Recommended Value: 5 seconds

Description: Sets how frequently the connector checks CI nN for pending activities
Saving Your Configuration

Once you've entered all required details:

1. Click Save to store the connector configuration

2. Click Start to begin the connector polling process.

3. (Optional) Click Persist Config to ensure the configuration persists across system reboots or service
restarts.

6.2 Configuring Provisioning Authorization

Step 1: Navigate to Policy

Navigate to the Security tab and click on Policy.

Policy 2, = Hi sail =
# Policy Name Palicy Description Policy Type Status
# Access Policy Access Policy Access Policy
it Social ID Login Policy Social ID Login Policy Social ID Login Policy [ ACTIVE ]
# Registration Policy Registration Policy Registration Policy
] Azure AD provisioning policy Azure AD provisioning policy Provisioning Policy
(=] Authorization Policy Authorization Policy Authorization Policy [ ACTIVE |
O MFA policy MFA policy MFA Policy
(] Password policy Password policy Password Policy
a EDR Palicy £DR Palicy Endpoint Da;ii;ti:u Response mm
D Authentication Policy Authentication Paolicy Authentication Polley | ACTIVE |

Step 2: Add Policy
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Click Add Policy, then provide a user-friendly name and description for the policy, and click Add
T —————N———————————————————_—————————.

Add Policy x
Policy Type:* Provisioning Policy
Policy Name:* cyberark
Policy Description:* PROVISIONING I
Add

Step 3: Add Rule

After adding the policy, navigate to Rule and click Add Rule.

General Rule  Applications

# Rule Type Details

Select the role, identity profile, and identity attribute, then choose the corresponding target based on your
selection.
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Add Rule X

Choose type:* Please choose a target type v

Please choose a target type
Role
|dentity Profile

|dentity Attribute

Step 4: Add Application

Click on Application and select Add Application. The rule will now be applied to all members.

Add Application X
cyberark
# Application
CYBERARK
Add

Step 5: Enable Policy

Enable the policy in the General tab.
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Policy

General Rule Applications

Policy Name:*

Policy Description:*

Policy Type:

Status:

cyberark
PROVISIONING

Provisioning Policy

¢

6.3 CyberArk Connector Configuration — Application Setup

Navigate to Applications select Manage Applications from the left-hand menu.

Add the application by specifying:

e Application Name (e.g., CYBERARK)

e Description (e.g., IGA)

e Application Type (e.g., Regular)

This initializes the connector setup in the CI nN platform.

CROSS IDENTITY - Manage Application~

MS
 Dashboard v Add Application
& Applications b
& Identity o _
3% Roles

L Waorkflows

i Reports v
U Security w
£ Settings W

4» Support

Add Application

Application Name:*
Application Description:*

Application Type:

Qauth

OAuthDevicegrant

CYBERARK

Regular v

Add

Oauth

OAuthDevicegrant
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6.4 CyberArk Configuration — Connectivity

Once the connector is initialized, configure the connection parameters. This section allows the connector to
communicate with CyberArk using the appropriate authentication details.

Important: Deploy the CyberArk Personal Information Exchange (.p12 / .pfx) certificate on the same
server where the Cl nN connector is installed.

Manage Applications 9 g Hranmng >

» 0 = @

Required Parameters:

baseUrl — The base URL of the CyberArk instance along with the port number (e.g., https://service-
usa.sky.com:8080) used to initiate API calls.

adminUser — The administrator username used to authenticate and perform operations on the CyberArk
vault.

adminPassword — The password for the admin user, required for secure login to the CyberArk instance.

certFilePath — The local path to the CyberArk client certificate (.cer or .p12) used for certificate-based
authentication.

certPassword — The password to unlock the certificate file and enable secure HTTPS communication.

Note: Parameter names are case sensitive. Please enter them exactly as shown above.

6.5 CyberArk Configuration — Schema

Under Schema, you can fetch all available attributes from CyberArk to get a complete view of the attributes
present. Click Discover Schema to fetch them.
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Gonersl 50 Authorization  Connecthvity  Schema  Atirlbutes  Mapping  Discovary  Accounts  Enfitlements
[ oneeseners e [ rocove scrare R,
L] Ariribute Mame Anribute Dlsplay Nams Sexript Enabled? Beript
id id O
usarname usarname NO
source source NO
userType userType O
componentUser eompanantliser ND
vaultAuthorization vaulthuthorization NO
location location NO
personalDetails personalDetnils NO
enableUser enabinUser NO
suspendod susponded NO
a firstame parsonalDetalis frsihame NO
midedleName personalDetails middehame NO
lastName persona IDotain lastName ND

If you need to add attributes that are not available in CyberArk, you can manually create them by clicking on Add
Schema Attributes. These attributes can then be used for further mapping.

6.6 CyberArk Configuration — Attributes

You can select the available attributes fetched from CyberArk. Click on Add Attributes to include the attributes
you want to assign when users are provisioned.

General 530  Authorization  Connectivity  Schema  Attributes  Mapping  Discovery  Accounts  Entitlements

m Delata Atiribute

# Aftribute
] d

] username
] firsthame
] asthame

6.7 CyberArk Configuration — Mapping

Under Mapping, click Add Profile. Here, you can add the profiles whose attributes will be used for mapping and
provisioning.
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Add Mapping - Administrator X

Schema Attribute Identity Profile Attribute

id id v
username username ~
firstName firstName ~
lastName lastname ~

6.8 CyberArk Configuration — Discovery

i) Add Discovery Rule

Under Discovery, click Add Discovery Rule and select what you want to fetch:
e Accounts
e Entitlements
e Both

e Apply a Filter (see the next section for details on adding filters)

General  SSO  Authorization  Comnectivity  Schema  Attributes  Mapping  Discovery  Accounts  Entitlements

Discovery Rule:

#Add Disoovery Hule Dielete Discavery Rise

# Rule Fltter
0 Al entitiements NA m
] Al accounts NA m

ii) Filter
To fetch users based on specific values such as username or email:

1. First, select the attribute under Filter
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2. Go back to Discovery
3. Click Filter and choose the filter you just created

This will allow you to fetch users along with their associated accounts and entitlements.

Add Filter X
Schema Attribute Value
id v 1
username v testUser

Then click Add.

iii) Assignment
Click Add Assignment Rule and define the criteria based on which the accounts should be fetched.

Assignment Rule:

Add Assignment Rule

# Identity Profile

0

Administrator

Delete Assignment Rula

Identity Profile Attribute

username

Application Schema Attribute

name

Select the Identity Profile, choose the Identity Attribute, and then select the corresponding Schema Attribute
(the Identity Attribute will be mapped to the Schema Attribute).
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Add Assignment Rule

Identity Profile:
Identity Profile Attribute:

Schema Attribute:

Administrator v
username ~
|name ~|

Add

When you run a discovery for accounts, entitlements, or both:

Discovered accounts will appear under the Accounts section.

Entitlements will be listed under the Entitlements section.

@ [ashboars v General S50 Authorization  Connectivity  Schema  Aftributes  Mapping  Discovery  Accountz  Entitiemants
& Apatieationy
A ety
£ fokes
= Warkdiaws " _
] Mastar Master ACTIVE Vipw Extermants
i fopons
G v D . ot e
0 seftines o
0 Administrator Administrator ACTIVE m
& Suppert
: o e v
: o T -
: - e
0 oR L] ACTIVE Veew ExtiSemanty
O MNatificationEngine HetificationEngine ACTIVE Veaw Emtemant
PVWAGWUser PVWAGWLser ACTIVE m
BN Ao b DUIS Al fear. ADTIE

F

Saarch accounts..

Permissions

View Permasons

View Permssins

View Permusom

View Pormissions

Viem Permiasions

View Pormuscns

View Permasong
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General £80 Authorization Connectivity Schema Attributes Mapping Discovery Accounts Entitlamants

Entitlements Pormissi ion Troe
Ll Entitiement Name Accounts Parmisslans
L Oporators
] Wault Admins m Wi Parmissions
=] Natification Englnes m
: rwnsnr o e |

7. Access Request Module

In Cross Identity nimbleNova, end users and approvers interact through two key sections of the End User
Console:

e Request Access — Lets users search, view, and request roles, accounts, or entitlements based on
configured workflows and their eligibility.

¢ My Tasks — Gives approvers a consolidated view of pending requests for timely review and action.

This structure streamlines access governance while enhancing compliance and minimizing risk.
Steps to Request Access

Step 1: Navigate to Request Access

Navigate to the Request Access menu option in the End User console.
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L Wy Profile Request Access  Pending Reg
U Security

You can request below listed accesss):
A G

™ Wy Campaigns Access Name
= My Tasks
sda
2 Support
€ Dashboard

Dperators (cyberark)

2025 IdentityPlus - All right reserved

o Rad s

Search. Filter:  All

Access Type

Role

Entitlement

:0 Hi ms,2dmin! G;

v View Cart]

Step 2: View Available Assets

Suppose users fall within the eligible requester category as set by the admin in the workflow (based on identity
profile, role, or attributes). In that case, they will see the list of available assets such as roles, applications, or

entitlements.

Step 3: Add Items to Cart

To request the desired asset, click on the cart icon associated with the entity. You can add more than one entity

to the cart.

Step 4: Review Cart

Click View Cart to review and proceed with raising the request for the desired entities.
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X Wy erofin Yourcirt:

U Gecun:

pibd Ascass Nama Access Descrigtion Acawsn Typo Pramannnt Accens
W Unquest Aoce
™ iy Campagns Operitors (CYBERARK] Entitieman ]
Wy Thshs
& fupport

Itowis i the cartare for,  ®Alyaall  OMy ropartents)

@ Dashooars

1| nead socass for (Days)

O
Comminis
P - |

Step 5: Configure Access Duration

Choose whether the access should be permanent or temporary. For temporary access, specify the number of

days required.

£ yPrafie Yaur cart:
() secutty =
Recass Name Access Description Access Type Permanent Access

W Request Sctese
™y Campaigns Operators (CYRERARK] Enfitlement |
= Wy Tasks
& Suppert

Items inthe cartare for.  ®Mysal  CWly reportesis)
B Dashivoars

I need access for [Days

1

o R &

Priority

0] ‘ "n Hi s x| 3

Procant

Comments

indly approve 4 u

Step 6: Set Priority
Set the priority level of the request depending on the urgency.

Step 7: Provide Justification

Provide justification comments explaining why access is needed to help approvers make informed decisions.

Step 8: Select Requestor

Users can either request for themselves or for their reports by selecting the respective radio button.
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Step 9: Remove Unwanted Requests

Users can delete unwanted requests from being raised by clicking on the associated X mark.
Step 10: Submit Request

Click Proceed to raise the requests.

Step 11: Track Pending Requests

Requests can be tracked under the Pending Requests section for those still awaiting action.

'Ei [j % E i :o i s adin 3,

A Wy drofle Request Access  Pending Requests  Complated Requests
0 Secuity

Cancel Regusst
B Requast Leopes
™ Wy Campaign:
A gt ¢ Renuastar Requestee Access Name Access Type Timestamp Detale
£ My Tasks
2 Suppen 0 mis admin s admin Cperators (CYEERARK| Etitlenent 2025-09-29 6408
§ [esnhoam w

Step 12: View Completed Requests

Under Completed Requests, view requests that have been addressed (approved/rejected).

X My Profile RequestAccess  PendingRequests  Compisted Requests
U Secuty
W foqunst Access
5 L Requestar Requestee Access Name Access Type Start Timestamp End Timestamp Status Detalls
™ Ay Campaigns
= My Tasks 1 ms.aimin ms.admin Operatoes ) Entitlement 2025-03-26 08:5%:36 2025-03-26 08:52:23 APPROVED u
& Suppert
@ Destioo a ms.adain ms.admin Ogeratars (CYBERARK) Entitiement 2025-09-26 14:54:08 2025-03-28 14:54:44 APPROVED m

Step 13: Access Provisioning

Once the approver approves the request, the access will be provisioned in CyberArk.
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GFUUPS lassgnin 328005 | B Adminiswraror v
Group type Search
Updarad ar ™
Al v Search oy group wzaem
16 results
Group Name ¢ Description >
% @ Auditors Auditors group ~ *** Operators
@ Backup Users  Backupusersg  **
Members o
@ DR Users DRusersgroup  ***
oall
@ Notification Engi  Notification Eng  ***
@ ) operators Operstorsgrou **° Searth oy Uoey Q ( Add members
{(:)} & rarners i Usemame 1
@ g ) ® oen Remaove
® @ PsMAppUsers’ - ® ms.admin Remave

8. Access Review Module

Access Review Campaigns in Cross Identity allow organizations to systematically validate and certify user access.
Campaign Owners manage the complete lifecycle—starting and closing campaigns, assigning reviewers, and
monitoring progress to ensure timely completion. They also ensure the accuracy of review outcomes, resolve
issues during the process, and maintain accountability throughout.

This structured approach supports compliance requirements, strengthens security, and provides clear visibility
into access governance activities.

Steps to View Campaign Details as a Campaign Owner

Step 1: Navigate to My Campaigns

Navigate to the My Campaigns menu option in the End User console.

Campalgn Hame Cumpakgn Deveription Status Dalegate

cytahrk Accenn Raview N - A
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Step 2: View Active Campaigns

A list of active campaigns will be displayed. If you have the necessary permissions, you can start or stop any
campaign by clicking on the link/name of the campaign.

CROSS IDENTIT O W o®R B e & e DB
N
& Wy Pentia
) Status  Histary
0 Soow
W B Sce Campalgn infor
Ly Campma Campalgn Nama: cyvorhri
s N Campaign Description: Accens Beviow
& Buppan
Campaign Target: Entitsamant
@ Dasnooan
Eniitimmert Narmw Appiicuton
Operaters CYBERARN

Step 3: Start Campaign

To check the status of the campaign, navigate to the Status tab and click Start Campaign to start the campaign.
ROSS IDENTITY G P& d & & "B

= My Profig

General  Sifus  History
U Security
W Request fccess Camgaignis notrunning,  EECERIE S
™ My Campsigns
E My Tasks
& Suppert

8 [eshhoard

In the popup window, click Start.

Confirmation
Entiiement  Applcation  Number of socoants  Campakgn Cempletion This
Oparators CYBERARK 4 025-09-30

% you want to 51an tha campalgn?

Step 4: Monitor Campaign Progress

In the same tab, the Campaign Owner can stop a started campaign and view the review status of the campaign
members.
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& Wy wotin

Genenl

U siocurnty

W Roquest Access

S B o8

B & & Weww o

=y Compeg
Campaign sumasry:
= My Tacks
Start Date Campaign Progrees() Entmament Approspon Totnl Punaing Compwies
& Buppart
2025-00-20 2025-08-30 0 Oparators CYBERARK a 0 0
@ Do
Entiamen Apphcstion Accour! S Ootats
o . N
Step 5: View Campaign History
To view the history of the campaign, navigate to the History tab.
iy Accons Review & & Mmsewl [
@ Canhibons
General Steps. Target Caonfiguration Encalation Campaigr History
Ppre—
i nty
Btart Data Complstion Dutn e Tumatine Detois

L o
- 1 08-10-2028 000800 0E-10-2024 000823 compLETE m m
T Worsfiows
L 29-09-2025 10:54:28 0B-10-2025 0:0550 COMPLETE m m
N Becurtty
0 Setlings 28-09-7025 4611 26-08-3025 10:54:20 STOSPED m m
& fuppant

49-08-7025 10:4431 19-09-2025 104448 sToRpED m m

20:08-2028 10:42134 28-08-2025 1042148 STOPRED m m

20-00-2025 DAISE:06 29-00-2025 10:42:01 sToRPED m m

28-07-2075 150734 25-09-3025 1510026 STORPED m m

Step 6: View Campaign Results

Click Details to view the campaign results.

Moviewst  Entrlmment  Applestion Ascount Cwnat Action

i admin

mnadmin

i admin

s sl

Opwvaton

Operon

Onerstars

Operators

CYBERARK

CYBERARK

CYBERARK

CYRERLRK

Oparator REVORE

it REVOKE

ben RETAIN

me.admin s achribn REVOKE

Etart Timastamp

08-10-2025 08:00:08

08-10-2025 0506 06

08-10-2025 0E:00:08

08-30-2028 06-08 08

End Timestamp

0&-10-2025 DR:06:27

08-0-2025 0F06A T

OB-¥0-2025 0R:0558

08-10-2025 09:07-07
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4]

0

& A &

Groups

Group type
Al

16 results

Group Name 4
@' huditors
@ Backup Users

@ DR Users

Search

Search by group

Description
Auditors group
Backup users g1

DR users group

& notification Engi Notification Eng

@' Cperators
@' Parmers
@ Providers

@ PSMAppUsers

Operators grou

Operators

Members

| Search by user

Username ©

® ben

Last sign in 1002025 | @Admlnlﬁumr b

Create Group

Updated at: —

eramm S

' Add members

Remove

9. Reports Module

Cross Identity nimbleNova enables the generation of multiple compliance reports, such as reports listing all
users' CyberArk accounts in the organization, along with their various access rights.

& Dashtonns

& Bpgicatons
5 mwaty

= ks

T Wordionn
B Hopors

N Gecurtty

© Setlings

& fuppunt

Genernl

Accons Review

Sweps  Torge!  Configuration

Btart Data

08-10-2028 0900404

29-09-202%5 10-54:28

29-09-3025 10:48°11

29-09-3025 10:443)

0-08-202510:4234

20-09-202%5 08:58:06

78-00-2025 150734

Encaltion  Compoign  Hiskery

Complstion Dme

O8-10-2028 000823

OB-10~2025 09-05:50

26-08-3005 10:54:20

19-05-2005 104448

18-08-2025 1014248

28-00-2025 10420

28-00-2075 15:00:26

COMPLETE

COMPLETE

STOPPED

STOPPED

STOPPED

STOPPED

STOPPED

Tinaline
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Moviewst  Entfilament  Applestion  Ascount

mnadmin  Operators

muagmin Coemorn

maagmin Operstors

muadmin Operatory

CYBERARK

CYBERARK

CYBERARK

CYRERARK

Oparater

[

ben

me.admin

Cwnat

s Ak

Aetien

REVOHE

REVOKE

RETAIN

REVOKE

Stant Timastamp

08-10-2025 0F:08:08

08102035 0F-06:06
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Campaign execution details can be viewed under each campaign's History tab. Clicking 'Details' reveals the

operations performed for each user, which can be used for audit and compliance tracking.
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